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Purpose 
This document aims to outline the procedures in place to effectively respond to and 
investigate any major ICT incidents that may occur. 
 
A major incident will be any unplanned ICT service outage that is either defined in the 
major incident procedure or which may either cause, or have the potential to cause 
an impact on business critical services or systems or be an incident that has 
significant impact on reputation, legal compliance, regulation or security of the 
council. 

 

Scope 
To outline the process as well as roles and responsibilities of all those involved in any 
major incident and post incident reviews. 
 
The major incident process will be declared and invoked as a result of: 
 

• During normal Business Hours - a significant number of calls relating to the 
same issue being received by the Service Desk where the agreed criteria 
applies i.e. where significant business impact or reputation, legal compliance, 
regulation or security of the council is affected. 

 

• Out of Hours – the Emergency Response Centre highlighting a possible major 
incident to a member of the ICT Management Team who would evaluate if the 
above criteria has been met, and invoke the major incident process, as part of 
the councils’ business continuity plan. 

 

Outline 
A major incident process is defined as - a plan to ensure that any unplanned ICT 
service outage that has high visibility or may impact on the day to day business 
operations of the council is managed and coordinated by a dedicated major incident 
manager and team until full service is restored.  
 
The process must have an effective and efficient system for responding to major 
incidents, which is appropriate to each individual circumstance. 

 
This is to: 
 

• ensure that an appropriate major incident manager is identified 
 

• document appropriate arrangements to ensure that major incidents are 
identified and reported promptly to the major incident manager 

 

• ensure that the major incident manager can call on a cross section of ICT 
staff as required to create an effective “fit for propose” investigation team 

 

• provide timely and effective communication to all stakeholders during a major 
incident 

 

• ensure that an effective plan is in place to invoke internal and external partner 
involvement and support when required 
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• conduct a review of each major incident when service has been fully restored 
 

• provide information about the cause of any major incidents and any relevant 
findings from investigations to identify root causes and options for a 
permanent solution to prevent the same or similar major incidents happening 
again  

 
• liaise with all stakeholders and council management where applicable to 

confirm that any appropriate action to be taken or that any improvements to 
existing procedures will be implemented within an agreed specified timescale 

 

Roles and responsibilities 
The following roles and responsibilities are defined for managing major incidents: 
 
Major Incident Manager 

• This will be the ICT Support Team leader or in their absence a member of the 
ICT Management Team. The major incident manager will be responsible for 
coordinating the response to the incident from initiation to resolution. One of 
the first tasks will be to evaluate the impact and gather a cross section of ICT 
staff with varying skills and expertise which they feel will be best placed to 
resolve each specific incident. This initial team will remain fluid and may change 
for the duration of the Incident. The major incident manager will also be 
responsible for alerting the ICT Manager of the requirement to invoke the 
business continuity Plan if required. This document will be linked to the BC 
plan. 

 

Problem Manager  

• Once we have implemented a defined Problem Management process, an ICT 
Project Leader (Support) will take on this responsibility. 
 

Major Incident Team 

• This will consist of a cross section of ICT Staff as identified by the major 
incident manager, and its members may change as the incident develops or 
as required. It is expected that after consultation by the major incident 
manager with the respective Team Leaders or ICT Manager,  that the 
requirements of this team will take priority over any existing workload. 

 
Communication Lead 

• The major incident manager will be the focal point for providing effective and 
timely updates and information during a major incident. They will take advice 
and guidance from the members of the major incident team. The ICT Service 
Desk Advisor will be responsible for ensuring the agreed communications are 
sent at the agreed intervals 

 

• A priority role for the Service Desk will be to confirm affected systems and 
stakeholders and present this information to the incident team for 
consideration in creating a communication plan and update schedule. The 
ICT Service Desk is the custodian of the business continuity key contacts. 
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Communication Guidelines 
It is expected that any communication plan will includes updates to:  
 

• ICT Information Sources 
At the initiation of any major incident the following ICT Information sources 
will be updated to include information on the major incident: 
 

o ICT Service Desk telephone message 
o Self Service Portal (major incident update) 
o ICT Analysts WebDesk support page (feeds from SS Portal) 

 

• All ICT Staff 
It is important that all ICT staff are made aware that a major incident has been 
declared and that the procedures contained in this document are being put in 
place. 
 

• Relevant stakeholders of affected systems (appendix A) 
An important part of any communication plan will be to inform and update the 
affected stakeholders on the major issue, as to what is being undertaken to 
resolve the problem as well as outline any interim solutions or workarounds 
being put in place. As part of the communication plan a schedule for updates 
to all parties will be agreed and implemented.  
 

• Emergency Response Centre 
Particular importance must be placed on any communication where a major 
incident impact on any services delivered through the ERC  

 

• Internal and external partners (appendix B) 
If any internal or external partners are involved to resolve a major incident the 
communication plan must include agreed regular updates throughout the 
major incident until it is fully resolved. These updates will also inform the 
communication to stakeholders of affected systems 

 

Post Major Incident Review 
When any major incident has been investigated and resolved with full service 
restoration complete a review board will be convened to investigate each major 
incident.  
 
The review board should consist of the following: 
 

• At least one member of the ICT management team 
 

• The major incident manager 
 

• The problem manager 
 

• ICT service desk adviser 
 

• Relevant members of the major incident team (as required) 
 

• Relevant stakeholders 
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The resultant documentation and feedback from any major incident review must: 
 

 

• Ensure the course of events and decisions made during the major incident 
were recorded and documented effectively 

 

• Identify root causes and options for a permanent solution to prevent the same 
or similar major incidents happening again where applicable 

 

• Outline any changes or updates to current documentation or procedures 
 

• Outline any requirements for skills, knowledge transfer or training 

 
• Provide information for stakeholders and council management where 

applicable to confirm that any recommendations made or tasks assigned will 
be implemented within an agreed specified timescale 
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Contact Details 
 

Supplier ID Phone  Fax Email EDC Contact 

ACI Networks 
0141 552 

6366 
0141 552 

6388     

Accero Payroll 
0845 425 

2000     Cameron Rawle 

Adobe Software 
 0800 

3284536     Service Desk 

Affiniti  
0800 

1384858       

AGI Networks 
020 7591 

3190       

Alterian 
01635 

262002     Marie Masson 

Altman 
Technologies 

0113 273 
0300   info@altman.co.uk  Iain Stewart 

AppGate       Lesley Andrews 

ASH Information 
Systems Ltd 

01442 
842624 

01442 
842683 ash@ashsys.co.uk  Jean Anderson 

Asprey 
Management 
Solutions 

01376 
565001   info@aspreysolutions.co.uk  Lorraine More 

Banking Automation       Janette Ferguson 

Bloxx 
01506 

425465 
01506 418 

844 info@bloxx.com Lesley andrews 

Bloxx Filtering 
01506 

425465 
01506 418 

844 info@bloxx.com Lesley andrews 

Blue Sky Hosting 
Limited 

020 7216 
6406 

020 7183 
5855 info@bluesky.co.uk  Marie Masson 

Boston Networks 
0141 892 

2001 
0141 892 

2099   Simon Rear 

BT       Simon Rear 

BT (Network Issues) 
0808 100 

3444     Simon Rear 

BT (Telephone 
Lines) 

0800 155 
353     Simon Rear 

Cameron 
Communications 

0141 270 
8000 

0141 270 
8001 sales@camcomms.com Lesley Andrew 

Campbell & 
Kennedy 

0141 952 
1933   

commercial@campbellkenne
dy.co.uk  Iain Stewart 

Capita Software 
Services 

0870 
1627899 

08701 
631869 cssenquiries@capita.co.uk  Jacqui byers 

Carefirst 
01452 

623200 
01452 

623221  info@care-first.co.uk  

Helen Simpson & 
Andrew Kassian 

Cisco 
0131 561 

3613 
0131 561 

3601    Simon Rear 

Civica UK Limited 
01384 

453400 
01384 453 

600   Ishbel Wright 

Comms Care 
0870 

2644303 
0870 

2644304 media@comms-care.com  Gerry Boyle 

ComputaCentre 
01707 

631000   Tell.Us@computacenter.com  Lorraine More 

CRM 
0118 924 

0000     Carol Coia 

CSA Waverly 
01628 851 

044   sales@csawaverly.com  Simon Rear 

Digicert     support@digicert.com Iain Stewart 

e4 Education 
0845 257 

0224 
0845 257 

0225  info@e4education.co.uk  Iain Stewart 

mailto:info@altman.co.uk
mailto:ash@ashsys.co.uk
mailto:info@aspreysolutions.co.uk
mailto:info@bloxx.com
mailto:info@bloxx.com
mailto:info@bluesky.co.uk
mailto:sales@camcomms.com
mailto:commercial@campbellkennedy.co.uk
mailto:commercial@campbellkennedy.co.uk
mailto:cssenquiries@capita.co.uk
mailto:info@care-first.co.uk
mailto:media@comms-care.com
mailto:Tell.Us@computacenter.com
mailto:sales@csawaverly.com
mailto:support@digicert.com
mailto:info@e4education.co.uk
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EDC FM     
facilities.management@eastd
unbarton.gov.uk Grace Irvine 

Efficient 
Infrastructure 
Solutions (EIS) 

0845 095 
3900 

0845 095 
3700 

quick-response@efficient-
is.co.uk  Derek O'Neill 

elf Software Ltd 
08451959

500 
01952 

676656 info@elfsoftware.co.uk  Alan Bauer 

E-mail (Domino) 
08705 500 

900     Louise Jackson 

Experian Payments 
01788 

554800     Jacqui Byers 

Exterity Systems 
01383 

828265 
01383 

824905 info@exterity.com iain Stewart 

Faronics Deep 
Freeze software 

01344 
741057 

01344 
741067    Lesley Andrew 

Figtree 
01189420

404    info@figtreenetwork.com  Linda Porter 

Front Range 
(Centennial) 

0844 
3578561   info@easysam.co.uk Myra Woods 

GLOW 
0845 

1302213   
http://www.rm.com/support/?r
fr=homenav Service Desk 

HFX 
0844 335 

0230 
01438 

820945   Lorraine More 

HFX Service Desk 
01279 

647871     Loraine More 

HP 
0845 270 

4000      Gerry Boyle 

Human Resources 
Dept (Internal) 

0141 578 
8327   

HR.Recruitment@eastdunbar
ton.gov.uk  Ann Davie 

IBM 
08705-
500-900 

01415788
088   David McMorran 

IDOX 
0141 574 

1900 
0870 333 

7131 marketing@idoxgroup.com  

Vincent 
McFarlane 

Info Technology 
Supply Ltd. (ITS) 
iCAM 

020 8869 
1950     Anne Murray 

Innovation Digital 
0141 273 

7000 
0141 273 

7001   Carol Coia 

Insight 
08444 723 

252   

http://uk.insight.com/en-
gb/apps/problemsolver/index.
php Simon Rear 

Kelway (UK) Ltd 
020 7055 

6055    info@kelway.co.uk  Lorraine More 

Kirona Limited 
 (0)1625 
585511   info@kirona.com colin MacInnnes 

Lagan 
02890 

788300 
02890261

010 info@lagan-group.com  Carol Coia 

LANDesk 
01344 

442100 
01344 

442234 contactus@landesk.com  Service Desk 

Microsoft 
0844 800 

24 00     Service Desk 

MISCO 
0800 294 

4515  
0844 493 

5305  cs@misco.co.uk Lorraine More 

NDS8 
0131 538 

8202 
0131 453 

6522 info@nds8.co.uk Jim Davis 

Net Intelligence 
0370 

0500990   info@netintelligence.com  Robert Barbour 

NetCall 
0330 333 

6100 
 0330 333 

0102 
technical.support@netcall.co
m Haley Manson 

Northgate Land & 
Property 

01179 
744477     Neil Hunter 

Northgate Legal 
Apps 

0141 242 
7191     Marlyn Cawley 

mailto:facilities.management@eastdunbarton.gov.uk
mailto:facilities.management@eastdunbarton.gov.uk
mailto:quick-response@efficient-is.co.uk
mailto:quick-response@efficient-is.co.uk
mailto:info@elfsoftware.co.uk
mailto:info@exterity.com
mailto:info@figtreenetwork.com
mailto:info@easysam.co.uk
mailto:HR.Recruitment@eastdunbarton.gov.uk
mailto:HR.Recruitment@eastdunbarton.gov.uk
mailto:marketing@idoxgroup.com
mailto:info@kelway.co.uk
mailto:info@kirona.com
mailto:info@lagan-group.com
mailto:contactus@landesk.com
mailto:cs@misco.co.uk
mailto:info@nds8.co.uk
mailto:info@netintelligence.com
mailto:technical.support@netcall.com
mailto:technical.support@netcall.com
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Northgate MVM 
Proactive 

01179 
744477     Suzanne McPhail 

Northgate NDR 
0141 242 

7163     Jean Anderson 

Northgate Revs & 
Bens 

01179 
744477     David Fullarton 

Novell 
01344 

724000   contact-uk@novell.com  Simon Rear 

Nurse Call System 
External Hosting       Kirsty Gililand 

NVT / CommVault 
 01698 
747555     Stephen Lindsay 

OLM 
020 8973 

1100 
020 8973 

1101 info@olmgroup.com 

Helen Simpson & 
Andrew Kassian 

PNC3 External 
Hosting       Anne Murray 

Promethean 
0844 249 

2077     Iain Stewart 

Provista 
0845 642 

4642 
0845 642 

4 643 info@provista-uk.com Lesley Andrew 

Research in Motion 
(Blackberry) 

0800 096 
2201     Lesley Andrew 

Research Machines 
0845 070 

0300   www.rm.com  Iain Stewart 

Scotia Multi Media 
0131 337 

0282   www.scotiauk.com Iain Stewart 

Seidio Systems 
0844 249 

5060   www.mobilefun.co.uk Iain Stewart 

SEEMIS 
01698 

456380 
01698 

456381 letters@seemis.gov.uk  

Alan Cairns & 
Crawford McGhie 

Serendipity 
0870 300 

3433   
http://selfservice.mysi.co.uk/l
ogin.php Service Desk 

Seric Systems 
0141 561 

1161   enquiries@seric.co.uk Louise jackson 

Serif Software  
84534567

70 
0115 

9142020 edusales@serif.co.uk Iain Stewart 

Servitor       Colin McInnes 

Solar Winds 
0800 028 

6782   
maintenance@solarwinds.co
m lesley Andrew 

Sophos (Anti Virus) 
01235 

559933   customercare@sophos.com  lesley andrew 

Spie FM 

+44 (0) 
1708 

251980 

+44 (0) 
1708 

641980 support@fsifm.com Elaine Kennedy 

Stone Computers 
Ltd 

08448 22 
11 22 

08448 22 
11 23  support@stonegroup.co.uk  Iain Stewart 

SumTotal (Payroll) 
08000 159 

726     Cammy Rawle 

SUN Hardware 
Support 17986606     Gerry Boyle 

SWIS / FIS       Susan McGuire 

Symantec (Anti 
Virus) 

0870 
2431003     Lesley andrews 

Technical Progress 
01236 

453266 
01236 

458274   Lorraine More 

TNT Business 
Solutions (AKA 
Cendris) 

0141 880 
2919     Lorraine More 

Toshiba 
01932 

825004      Jim McCallum 

Virgin Media 
0800 052 

0626     Simon Rear 

mailto:contact-uk@novell.com
mailto:info@olmgroup.com
mailto:info@provista-uk.com
http://www.rm.com/
http://www.scotiauk.com/
http://www.mobilefun.co.uk/
mailto:letters@seemis.gov.uk
mailto:enquiries@seric.co.uk
mailto:edusales@serif.co.uk
mailto:maintenance@solarwinds.com
mailto:maintenance@solarwinds.com
mailto:customercare@sophos.com
mailto:support@stonegroup.co.uk
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Vodafone 
0870 070 

0191     Lesley Andrews 

W.D.M. Limited 
01179567

233 
0117 

9570351 support@wdm.co.uk  

Brendan 
McAloran 

WASP  
0845 430 

1971  
0845 600 

1973 salesuk@waspbarcode.co.uk  Service Desk 

Workforce 
01793 

856334     
Alison Willacy & 
Julie Evans 

Xerox 
0870 

8501162   xos@support.xerox.com  Andrew Gouck 

XN Leisure 
0870 

8030702   info@xnleisure.com 

Mark Grant & 
David Kelly 

 

mailto:support@wdm.co.uk
mailto:salesuk@waspbarcode.co.uk
mailto:xos@support.xerox.com
mailto:info@xnleisure.com

